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PACS Definition

The Pathogen Asset Control
System (PACS) is a tool used for
accounting and control of
bioagent stocks managed by
biological laboratories.

PACS provides a secure,
reliable, timely method of
monitoring and tracking the flow
of biological agents as well as
extended audit and reporting
functionality.
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Background and Technologies

PACS is developed specifically for laboratories that manage biological agent collections
in accordance with their business-processes and rules & regulations.

The system supports all the main processes performed for collection maintenance and
management. The initial approach was to track only isolated strains stored in
centralized repositories however (after several development stages) PACS is now being
utilized as a convenient and reliable tool for tracking and accounting all kinds of
biological materials including samples, isolates, strains, etc.

There are two possible types of PACS installations: standalone for centralized
collections and networked for the facilities with several pathogen storage areas.

PACS was developed using the latest industry standard technologies such as Microsoft
Visual Studio .NET, Windows XP Professional / Vista, SQL Server 2000-2005.

Using .NET connected technology allows the PACS application to take full advantage of
Windows XP Professional / Vista and SQL Server 2000-2005 features such as a high
level of security, and scalability. Using these leading class technologies ensures that
PACS is reliable and supportable for the long term.
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Concept of Operations
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Capabillities: Core System Features

> Tracks all kinds of samples and isolated strains

Sample tracking form

Audit log

Aliguats

General info

Audit log

: Container information

1

1

1

N

! 1

! 1

! 1
1 1 :
: Sample # *lSmp-DDDDZ"BI-IvanDVD | Collected fram Animal - + X : | \
: |Sh : — El 1 :Eu:untainer D CW03090003 :

*|Bload » + | Collection details eep, 2 month, male 1 .

: SenplB iR | = | : :Micru:u:urganism Aphtovirus FhDy :
: Cizelfen delis Sample collection location : :GenEIation |_| ;
1 o — 1 1 1
| Parentsample | g Addes  bed ! ' Creation Date [31.08.2008 !
: ~ RuzsiavVolgogradskaps oblast’ E : | 1
I Notes [Nptes | Desciption . Mateial [5t-124/Pol !

1
: Yolgograd E : :Eontainer Status |In Repositony !
—————————————————————————————————————————————————————— 1 - 1

1 Container Type |'\-"|a|

> Excellent performance characteristics With ir...cowmen |
more than 5 mln records in database EL.:.cati.:.n |FreezerF|EVEEl[12-?]Museum.5helf1.BD:-:2

:Isnlated By Anataly lvanar - 4 5| HussiaVladimirskaya oblast’
1

: D ezcription
INDtes El Village "Fonakewa', 112% 23 km E

1
1
e L o o e - Palurne: (rl] 2 "
REELLUEN N Aliguotes | Auditlog ) : 1
1 : Weight [ma) 05 1
1 . * [— 1
St-09-gtk-77/12 . . I .
:Straln # | 1-09-q | Sample # |Sm|:| Q000248 Hwanova | |_| : 'Form Ced :
1 Microorganizm "|Blucel|a abortus || | Collected From Arirnal L 4 : -----------------------------------
| N
1
: Creation D ate Collection details ||:DW, & marth, female E| 1
1
1
1|zolation D ate 29.10.2003 ~ | Sample collection location :
1
:Isnlatinn Method Direct zowing * * X | Addess |L| \
1
1
1
1
1
1
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Capabillities: Core System Features

.
.
. . . .
> Detailed sample/strain catalogs : > Powerful search engine _for
.
. . . .
with a quick search panel : custom search and reporting
.
—————————————————————————————————————————————————— _—
Pazzport Muriber Receive Date °
TRIAT I
IAphtDvirus FMLA FrD4-33-15-001 01.08.2008 I e
| Vibria cholerae 01 V.ch /11/03/66 05,06, 2008 L. e A s R ) =
1Erucella abortuz B.a 153-21-11 03.08.2008 1 °® ’
o Search Template |
TBrucela abortus Br.a 03k-52.002 21.08.2008 [
— .
:E[uT"a me:ten.ms E[.m-jggda:?{?-‘g‘l 3 ;:E:igg: 1 e Template name *|Strain specific termplate |
acilluz anthracis ca-dr-001- .08, 1 e —
IB[UCE!"EI e Bre 0243 25 08,2008 1 : Set criteria by object _S_tra_in ¥ Add S_ubc:ondition |
1 = M 1 B S——
| Wibrio cholerae 01 W.ch.01-32951 26.05.2008 '’ Isolation method -||= - Direct sowing | [aND | |oadd o [Re
:Bacillus anthraciz Br.a-9324-ka 29.08.2008 : ° i i Columrs ta display
|BLUC_3"5_‘3£°”_US ______________ Eivu D_BDEDE_ e e e %9-282028 ________ a : < Microorganism = 'Brucella abortus * o [#] Strain #
° - &ND Collected From = 'Animal’ - [1sulated by
g - AMD Isolation method = "Direct sowing' ~[hates
: - [callected from
|m—mmmmm e e e e e e e e m———— =~ ° - [#]Microorganism
| Shain #t ! ° - [#] Isulation method
| : ° - [[]53ample collection location address
. .
I Container 1D 1 . @[] Sampie
[} 1 °
' Microorganism bd ! ¢ e - - —
: =) : Strain # Microorganism Izolation method |
1 Creation 0 ate: From: - x| Ta - % : : ) St-09-qtk-77412 i Brucella abortus Direct sowing !
! . 1 .
I |zolation D ate: Fraorm: - x| To - x| °
[} 1 .
: |zalation Method — 1 .
1
I 1 e Found: 1 records
1 lsolated E_'.J * M o+ ) : Do Search | | Ok, | ‘ Cancel |
[} 1 °
| Sample # x| | .
[} 1 :
: Sample Collected From -+ x| .
1 °
: Sample Collection Details x : :
-
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Capabillities: Core System Features

> Utilization of Barcode Technology
(mechanical/chemical/temperature i —
highly resistant barcode labels)

_________

S 242-NHS-002-qx 01 24—2004

> Unigue auto-generated ID’s _ (on |
barcode labels) for all individual | votosoonnss
containers (aliquots) according
customizable, pre-defined Object
Numbering Schema

D% Barcods Detail

> Barcode Label Designer _ allowgimmms)> Microorganism e
cemngcusombacosewss | | [N |~
ey (i

> Tracks absolute location for each Container ID bnd
individual container —
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Capabillities: Core System Features

a Customizable form
» Customizable Forms Editor Nare *[oce S erpia | e [fudn gl = |
allows customization of ot P— :
sample/strain tracking forms s ooy EEPEEER | [Boouwin @ g !
to record all necessary g vedree Sty Teigos || [Sasnons  So0s i
properties/characteristics st e '5
Bolated By & =y
Fos @ !
| BRI Emowd j | Ll

» FEully multi-lingual application :
Interfaces, database, reports as well as

g Adi =“|Nurshaba |
Atazinin ad Tahiin

———rre o :
‘; Y Daptsl=zE0 CUCTEMa KOHTRONA MAaTOreHHLX MATEQMENDE - B X Sopad *[Talbzada |
\J DOnepatiu K.aranoru HokyreHTe! CucTetda EesonacHocTs (7] Tagkilat =‘| Taun Alsihana Stanciyasi -+ X |

. - 2 g - 3 e i
A 33 : . Stha Bakteria £8
B ¥ = ¢ HH F F & 2 ®

CoTpuaHHkM Tpynnel CragHuTe  HrpaeneHus F.ypHan PezepeHoe  BoccTaHoensHue CucTemHele || Midusdsua O nporpardde Waziasi parclleiis¢ x

NofL30ETENSH NapoAb  NPSEaMM A0CTYNa || CofemHi konWposaHke B Pelyl=la= L P} PENS e g icazesine
ok | | Lagvet

@ Fatogen Fonduna Mazarat Sistemi - [@makdas hagda malumatlar]

=

X

&ﬁ' omekdas hagda malumatlar
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Capabillities: Security Features

> Highly customizable multilevel Data
Access System based on Individual
User Accounts (login / password /
organization). Access can be restricted:

@ Pathogen Asset Control System - [Data Access Details] B8 X

Data Access Details
ject Premissions m

............

Add new itermn. ..
Madify. ..
Delete

» By Functions , i.e. user can utilize
certain set of system functions

Permissions. ..

according his role and responsibility |—|—|[ ---------- '

» By Data Segments , I.e. user can see £ .

- - ) £ System Functions
information only on certain e |
. . . . & arnole Feaistiation funct 1
microorganisms or certain place IN b el :
Strain Reaistration function |
re pOS I to ry Reqgistration Acts :
Trangfer Out function :
@ Loginto Pathogen Azset Control Systern x @ Ermployee Details = Tranzfer Out Acts :
‘ersonal Infornation (Rl DI:IE-'I'atiCII"IS .&DD[DVE' furniction 1
Organization ARRIAH — - - 1
] ) Autharization of operations is required 1
Login *l Pakhomowa_L 1
Password nﬂE‘ Databaze backup and restore funchions 1
:: —I Barcads labels design i
Barcode printing :
- ! orits Manage Permissions to Container :
azaward at first lagin 5 | | | E T e
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@ Regictration = x
> System Event Log : tracking of all operations |
in the system. Date/time, operator, type of ety e |
operation and details recorded et o I
Delivered fra [£1-Russian Ressarch Institute of Animal Health [ARRI&H) |
. . . Depattment [irclagy |
> Detailed Audit Loq for every sample/strain il = =]
and its aliquots: every data field change is [ o e
tracked tO meet a" regulatory reqUIrementS Cv03090005 Brucella abortus Freezer REVCO [12-7] Museurm....
| ok
> Password protected database Backup and - - = !
R e Cove ry E Password: :
> Automatic system lock  when user is idle lﬂ\ j ASATERRERRRRRERRRIRONRD & oot o i
6 Pacs - inactivity lock x
> No external data channels : secure standalone
or dedicated network configuration
Ok | | Logout
> User password expiration
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Capabillities: Security Features

> Operations Authorization

Feature : system can be

Dirag a column header here to group by that column

I I Dat s | Cod 1 Stat | Court
C O n fl g u re d to re q u I re | 1;.;1 .2003 E\DfD:DSDDH E:ZZk In E:ml;sleted - 2
- - - _| 15.01.2009 03090003 Check Out Pending approval 2
au t h O rl Z atl O n Of Ce rtal n _| 28.01.2009 CWO3090015 Check In Pending approval 3
. . Lmoas V0002 Check Oul Pending approval 2
operations. Unauthorized E= e
|| 26022009 CY03090002 Check In Completed 2
2

operations can not be g e
completed and containers ~ e
involved are automatica”y o B (o7 BT ) ) ) o 15012008 084
blocked. Supervisor uses
“Journal of Operations
pending approval”’ to Approve
or Decline operations after
review

Container Barcode oorganism | Mate

B Microorganizrm Murmber: SEUVLYL 005
478452

=) Microorganizr Nurmber: Sh-75234-009-H
JW03030002 Aphtorvinag Fr DY
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Capabllities: Operational Features

Sample/Strain Registration , Transfer

HF‘rmt Date:

04.08.2009 Strain Registration

WPrit Time:

1902312 All-Russian Research Institute of Animal

Health [ARRIAH)

out and Destruction : easy and
accurate processes

Registration / Transfer Out / Destruction §*

Acts are automatically created

Registration date:

Registration Act #

04.08.2008 19:18:13

RY03080007 1
1

Delivered fram

All-Russian Research Institute of Animal Health (ARRIAH)

Department:

Virology

Received by:

hakarow Alexey

Approved by

Ivanov Anatoly

Delivered hy:

Pakhomova COksana

Material #

hotes..

Str-982/MPQ

Microorganism

Brucella abortus

@ Pathogen Asset Cantrol Syster - [Sarmple Registration] B X Comtainers
‘E S amp I e R e g.istr;a tion | Container ID Type Location
Gienersl nformaton SRR R (NN ovnanaanng Frsast REVEO (127 Missum Shit2 0%
B — : L e I e
Received by |Makar0v Alexey | 2d by Makaroy Alexey
Approved by *|A|EREP Makarov * X | Signature Date
Drelivered by =‘| Oksana Pakhomova b | Appraved by Ivanow Anatoly
Drelivered from All-Russian Research Institute of Animal Health [ARALAH) -+ X Signature Date
D'epartment Virolo_gy -+ <
Motes Motes... @
— List of containers:
Cantainer Barcode Q | Add | | Remaove |
_r Barcode Type Status Location > B atC h fo at O D d ate
CYO3030007 : | |Buiding #7.Museum A, N 'm 1on u -
C¥03030008 il Buiiding #7.Museum Ar . fo r faSt d ata p ro C e S S N g
(sample / strain / container
| Frint Barcodes For Containers | | Assign location | i n fo r m ati O n)
|@ Pririt | Ok | | Cancel
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Capabllities: Operational Features

whole repository or specific T e v i
X5 e e
. vel ok
only existence of

> Inventory / Audit_: the
part can be inventoried. | d B S E—
System allows to check not I Rovoe o
pathogens but also ﬂu:§E emsze W w
correctness of their location % :

O [P TS 3

; Barcode Location Text
Ir ;f324321 46 Mot registered in repozitory, but present
E 324321496 Freezer 1[REYCO).Box 1 Mot registered in repository, but present
______________________________________________ 1
o 1
@ Container Movement
1 \ aper Forms... | & Firish | | Delete Emor | | Ok | | Cancel
Place a check mark next to 3 to be transfened L el e e |
=2 D@ Building #7.Museurn Are = <& B_uilding #7.Museum Area
= qu Freszer REVCO[12- :f] MusELm
= Dr«:fg Shelf 1
[ I Box 1

. » Container Movement : allows to
;Dw i transfer individual containers as

BDEEBI 1 - s
gt e \ well as subdivisions from one
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Capabllities: Operational Features

Biological material Splitting :
biological materials can be split
Into two or more pieces

Microorganism Re-culturing

> Pathogen Movement Journal

[ | Barcode

Source Container Barcode: | 0403030004

Source Container [nfo:

Destination Containers

Tupe

Free location for the containers

C03030004, Aphtovirus FMDV

vO,|

Print Barcodes For Containers

e

Remove

Caontainer Location A | Information

Building #7.Museum Area/Freezer REVCO... | Aphtovius FMDY
Building #7 Muzeum Area/Freezer REVCO... Aphtovirug FRDWV

5
Generation

1

Select

[= <& Building #7.Museum Area
= [1) Freezer REVCO [12-7] Museum
(=58 Shelf 1

on all operations related to container count change

Pathogen Material Movement Journal

: | Sign | |,O Show Search | :
1| Date 7 |Mame | Shiain & | Container Type | Start of dap | Received ' Cultured | Splitted | Transferred | Destroped | Erd of dap |~ !
1 =l

1
: | =) Date: 10.01.2003 1
1 | 10.01.2009 Cryptococcus neoformans — WY03090007 Box 1] 1 1] 1] 1] 1] 1 1
1| [10.01.2009 Cryptococcus neofarmans Ny 03090007 Cyrovial 1] 1 1] 1] 1] 1] 1 :
: | 10.01.2009 Aphtovin FMDY Sh-75234-003H  Ampouls 2 1 ] 0 0 0 3 1
1 |10.01.2003 Aphtoving FMDY Sh-75234-003H  Flask 2 1 ] 0 0 0 3 1
1 1
1] ot
: | =) Date: 13.01.2003 1
1 | 12.01.2008 Aphtovine FRDW Sh-75234-003H  Flask 1] ] ] 2 0 0 2 1
1 1
1N |
1 | \
1 |=J Date: 14.01.2008 1
1 | 14.01.2009 Bacilluz anthracis Sh-3252-009-JK  Ampoule 1] 1 a o o o 1 1
1 | 14.01.2008 Bacillus anthracis Sh-3252-009-JK Vial 1} 1 0 1] 1] 1] 1 :
!

. Incorporates full details of information
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Capabillities: System Administration

=) Refrigerator "Revco”

] ] o BungTd T T T T 1 8: 2:::: 12 E

» Detailed repository schema T e Ryl | T ek |
mimics real configuration of the | e T
repository and then exact location i LA I R - ;
for each container are easily e ol et S R ;
assigned ] ST L |

> QObject Numbering Schema :
guarantees unigueness and user |
defined descriptions on barcode | s

: Prefix Site I Year Next Mumnber Value

Iabels He W03 09 0010

1

1
-
1
|0 Type [Englizh] |Eontainer barcode rumber 1
1

1

1

1

1

1

1

1

1

> Base Reference Editor : =
manages all drop-down lists to o
Increase accuracy and simplicity
of data entry process

Delete ‘ | Lpply ‘ | Ok ‘ | Cancel
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Capabillities: System Administration

2

> Customizable Forms : allows

designing data entry forms to
ensure data consistency, order

and completeness.

> Microorganism tree
internationally recognized
taxonomic classification for
microorganisms (...Family-
>Genus->Species...)

> User Accounts / User Roles
can be managed from single
point (or distributed) by system
administrator to guarantee
correctness or access rights for
every user

E’Jotes F'!E

E| Description

Mame =‘| Drefault 5ample template | Type =‘| Sample template - X | Motes
I%lample # L] %ﬂllected fram ] -
I%lample type L] | Bollection details F"E E|
B ation date BE 0= 2005 - I%lample caollection location
| —
qul’-larent zample # & |F"-'l__| Address |—| E

= @ Cultures
= % Bacteria
% Ackinomycetaceas
= % Bacillaceas

@ Culture

= % Barillus

B Baillus anthracis
=&y Brucellaceas
= % Brucella s

eeeee

Ok

| | Cancel

Brucella abortus
EBrucella melitensis
e e @ Brucelasuis 1
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Capabillities: Reporting features

Extensive reporting functions __ allow users to get information from the
system under different and convenient formats, including export to the
most widely used file formats (doc, xls, pdf etc.):

Frint Date: 04 08.2009 Strain Tracking Form :
U

Frint Time: 22:31:55 All-Russian Research Institute of Animal Health (ARRIAH) !
ren AR E

1

Str-982/NPQ |

Microorganism: Brucella abortus Sample # Smp-00002/Bl-lvanovo E
Creation date; 04.08.2009 Collected from:  Animal |
1

Isolation date: 04.08.2009 Collection details: Cow, 6 month, male "
_ _ Sample collection _ _ _ "

Isolation metho:  Direct sowing location: Russia Krasnodarskiy kray Lahinsk '
1

Isolated by hWakaroy Alexey !
:

1

Aliquots :
1

Container ID Cr::tt‘ieon Location Type Status E

| 000 O O Cv03090008 04082009 | Qe et 2801 vial | InRepository |
_ ] ] 1

| 00 O 0 O CV03090006 nesezong | e e B vial | InRepository !
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Capabillities: Reporting features
List of printable reports in PACS

> Sample Tracking Form > Sample List
> Strain Tracking Form > Strain List
> Container Tracking Form > Registration Book of Materials
> Registration Act > Repository Subdivision Content
~ Transfer Out Act > Sample Containers Location
> Destruction Act . : :
> Strain Containers Location
> Inventory Audit report
> Event Log
» Custom Barcode Labels
> Pathogen Movement Journal
_ » Custom Search Outputs
> Audit logs for

Strain/Sample/Container
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Features List

Coresystem features

» Tracks all kinds of bioagents

e Supports more than 5 min records

» Standalone or networked (client/server)
e Supported OS: Windows XP, Vista
 Utilizes barcode technology

* Fully multilingual

» Batch information entry and update

« Sample-Strain-Aliquots traceability

* Powerful search engine: custom queries
» Tracks absolute locations of vials

» User defined fields and field types

Administration

» Repository Configuration

» Barcode Label Designer

« Customizable Forms Editor
* Microorganism Classification
» Geographical Location

» Base References Editor

* Object Numbering System

Operational features

o Sample/Strain registration (all types)
» Material Transfer Out

« Material Destruction

* Vials/Containers Movement

» Repository Inventorying/Auditing
 Vial Splitting

e Re-Culturing/Maintenance

Security

» System Events Log for all operations
 Audit Trail for every sample/strain

» Rapid Repository Inventorying

» Data Access Management
 Employees Management

» Database Backup/Restore

« Remote supervisory control

» System lock (when user is idle)

Reporting
» Pre-defined and configurable reports
* Printing, export: Excel, Pdf, Word...
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Summary

Pathogen Asset Control System (PACS) is

v Important part of a comprehensive Biosecurity
solution

v Secure and reliable

v Sustainable and Scalable

v Highly customizable to owner’s conditions
v Powerful and helpful in bioresearch

v Easy to administer and to use
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Questions?

Thank you!



