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PACS Definition

The Pathogen Asset Control 
System (PACS) is a tool used for 
accounting and control of 
bioagent stocks managed by 
biological laboratories.

PACS provides a secure, 
reliable, timely method of 
monitoring and tracking the flow 
of biological agents as well as 
extended audit and reporting 
functionality.



PACS is developed specifically for laboratories that manage biological agent collections 
in accordance with their business-processes and rules & regulations.

The system supports all the main processes performed for collection maintenance and 
management. The initial approach was to track only isolated strains stored in 
centralized repositories however (after several development stages) PACS is now being 
utilized as a convenient and reliable tool for tracking and accounting all kinds of 
biological materials including samples, isolates, strains, etc.

There are two possible types of PACS installations: standalone for centralized 
collections and networked for the facilities with several pathogen storage areas.

PACS was developed using the latest industry standard technologies such as Microsoft 
Visual Studio .NET, Windows XP Professional / Vista, SQL Server 2000-2005.

Using .NET connected technology allows the PACS application to take full advantage of 
Windows XP Professional / Vista and SQL Server 2000-2005 features such as a high 
level of security, and scalability. Using these leading class technologies ensures that 
PACS is reliable and supportable for the long term.

Background and Technologies



Concept of Operations



Capabilities: Core System Features

� Tracks all kinds of samples and isolated strains

� Excellent performance characteristics with 
more than 5 mln records in database



Capabilities: Core System Features

� Detailed sample/strain catalogs
with a quick search panel

� Powerful search engine for 
custom search and reporting



Capabilities: Core System Features

� Utilization of Barcode Technology
(mechanical/chemical/temperature 
highly resistant barcode labels)

� Unique auto-generated ID’s (on 
barcode labels) for all individual 
containers (aliquots) according 
customizable, pre-defined Object 
Numbering Schema

� Barcode Label Designer allows 
creating custom barcode labels

� Tracks absolute location for each 
individual container



� Customizable Forms Editor
allows customization of 
sample/strain tracking forms 
to record all necessary 
properties/characteristics

� Fully multi-lingual application :
interfaces, database, reports as well as 
user documentation and training materials

Capabilities: Core System Features



� Highly customizable multilevel Data 
Access System based on Individual 
User Accounts (login / password / 
organization). Access can be restricted:

� By Functions , i.e. user can utilize 
certain set of system functions 
according his role and responsibility

� By Data Segments , i.e. user can see 
information only on certain 
microorganisms  or certain place in 
repository

Capabilities: Security Features



� System Event Log : tracking of all operations 
in the system. Date/time, operator, type of 
operation and details recorded

� Detailed Audit Log for every sample/strain
and its aliquots: every data field change is 
tracked to meet all regulatory requirements

Capabilities: Security Features

� Password protected database Backup and 
Recovery

� Automatic system lock when user is idle

� No external data channels : secure standalone 
or dedicated network configuration

� User password expiration



� Operations Authorization 
Feature : system can be 
configured to require 
authorization of certain 
operations. Unauthorized 
operations can not be 
completed and containers 
involved are automatically 
blocked. Supervisor uses 
“Journal of Operations 
pending approval” to Approve 
or Decline operations after 
review

Capabilities: Security Features



� Sample/Strain Registration , Transfer
out and Destruction : easy and 
accurate processes

� Registration / Transfer Out / Destruction 
Acts are automatically created 

Capabilities: Operational Features

� Batch information update
for fast data processing 
(sample / strain / container 
information)



� Inventory / Audit : the 
whole repository or specific 
part can be inventoried. 
System allows to check not 
only existence of 
pathogens but also 
correctness of their location

Capabilities: Operational Features

� Container Movement : allows to 
transfer individual containers as 
well as subdivisions from one 
place of repository to another



� Biological material Splitting :
biological materials can be split 
into two or more pieces

� Microorganism Re-culturing

Capabilities: Operational Features

� Pathogen Movement Journal : incorporates full details of information 
on all operations related to container count change



� Detailed repository schema : 
mimics real configuration of the 
repository and then exact location 
for each container are easily 
assigned

� Object Numbering Schema : 
guarantees uniqueness and user 
defined descriptions on barcode 
labels

� Base Reference Editor : 
manages all drop-down lists to 
increase accuracy and simplicity 
of data entry process

Capabilities: System Administration



� Customizable Forms : allows 
designing data entry forms to 
ensure data consistency, order 
and completeness.

� Microorganism tree : 
internationally recognized 
taxonomic classification for 
microorganisms (…Family-
>Genus->Species…)

� User Accounts / User Roles : 
can be managed from single 
point (or distributed) by system 
administrator to guarantee 
correctness or access rights for 
every user

Capabilities: System Administration



Capabilities: Reporting features

Extensive reporting functions allow users to get information from the 
system under different and convenient formats, including export to the 
most widely used file formats (doc, xls, pdf etc.):



Capabilities: Reporting features

� Sample Tracking Form

� Strain Tracking Form

� Container Tracking Form

� Registration Act

� Transfer Out Act

� Destruction Act

� Inventory Audit report

� Event Log

� Pathogen Movement Journal

� Audit logs for 
Strain/Sample/Container

� Sample List

� Strain List

� Registration Book of Materials

� Repository Subdivision Content

� Sample Containers Location

� Strain Containers Location

� Custom Barcode Labels

� Custom Search Outputs

List of printable reports in PACS



Features List

Security
• System Events Log for all operations
• Audit Trail for every sample/strain
• Rapid Repository Inventorying
• Data Access Management
• Employees Management
• Database Backup/Restore
• Remote supervisory control
• System lock (when user is idle)

Core system features
• Tracks all kinds of bioagents
• Supports more than 5 mln records
• Standalone or networked (client/server)
• Supported OS: Windows XP, Vista
• Utilizes barcode technology
• Fully multilingual
• Batch information entry and update
• Sample-Strain-Aliquots traceability
• Powerful search engine: custom queries
• Tracks absolute locations of vials
• User defined fields and field types

Administration
• Repository Configuration
• Barcode Label Designer
• Customizable Forms Editor
• Microorganism Classification
• Geographical Location
• Base References Editor
• Object Numbering System

Operational features
• Sample/Strain registration (all types)
• Material Transfer Out
• Material Destruction
• Vials/Containers Movement
• Repository Inventorying/Auditing
• Vial Splitting
• Re-Culturing/Maintenance

Reporting
• Pre-defined and configurable reports
• Printing, export: Excel, Pdf, Word…



Summary

� Important part of a comprehensive Biosecurity 
solution

� Secure and reliable

� Sustainable and Scalable

� Highly customizable to owner’s conditions

� Powerful and helpful in bioresearch

� Easy to administer and to use

Pathogen Asset Control System (PACS) is



Questions?

Thank you!


